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Leveling Up SaaS
Security
What to consider when filling the gaps left by
traditional solutions
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Introduction
SaaS is everywhere. Software-as-a-service is driving agility and allowing businesses to focus on their core mission
better than ever before. Over the past few years, companies have moved critical business email, collaboration,
sales, payroll systems, and code repositories to SaaS. According to Gartner, the global market for SaaS is
expected to reach $151.1 billion by 2022, accounting for over 42% of public cloud services spend. Sensitive data
now lives in the cloud, including patient records, employee details, business intelligence, and customer records.

This embrace of SaaS is outpacing the ability of security teams to adapt to new threats. SaaS applications are
often purchased and managed by business and functional teams. Security teams must figure out how to safely
enable the use of SaaS without slowing down the business or getting in the way of users and admins. What’s
more, they may not even have access to the data they need from the SaaS applications. Doing nothing is not an
option, and existing gateway-based approaches to cloud security that focus on blocking access to the cloud are
inadequate.
Security teams need a solution that understands applications deeply and holistically in order to defend them
from account compromise, insider threats, and access misuse without impacting productivity. The comprehensive
approach to SaaS security is based on consolidated visibility, analytics, and threat monitoring to minimize risk
and respond to incidents early on. Below, we’ll break down what a truly comprehensive approach to SaaS security
looks like and help you implement it within your organization.
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“The lower down the stack the cloud provider stops, the more
security the cloud subscriber is tactically responsible for
implementing and managing. In other words, in a SaaS model the
cloud provider is responsible for implementing and managing most
of the required controls.”
— Deloitte, “How to ensure control and security when moving to SaaS/cloud
applications”

SaaS Security: Risks and Challenges
Security in the cloud is a shared responsibility between the provider and the customer. Organizations that assume
that the provider does everything and fail to recognize their responsibility get into trouble. In the world of SaaS,
the application provider secures the underlying physical infrastructure, network, and OS behind the application,
while customers are tasked with focusing on identity and access management (IAM) and data protection. The
challenge is that businesses often forget that keeping track of who has access, and what that access is used for,
is still their responsibility. Even though single sign-on and multi-factor authentication are necessary authentication
features, customers can’t rely on them alone since they can be circumvented and don’t apply to insider threats.
Given the sheer volume of sensitive data entrusted to SaaS applications, security teams need to ensure on an
ongoing basis that user accounts are protected, and that the cloud applications are being used appropriately.
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This means being able to detect and mitigate internal and external threats in the SaaS applications:
Are adversaries trying to break into their SaaS apps?
Are users doing something inappropriate or dangerous and leaking data?
Are internal users being malicious?
Are administrators misconfiguring settings or assigning excess privileges, resulting in a weaker posture?
This is easier said than done. SaaS environments are always on and always accessible. Anyone with valid
credentials and appropriate entitlements can get into accounts and access data in SaaS applications from
anywhere in the world. At the same time, security teams are challenged by a lack of resources, insufficient security
tools, and ultimately, a lack of insight into the applications themselves.

Visibility Silos
SaaS applications implement unique models of access, privileges and roles that govern what users can access
and do in the applications. Each application maintains authorization and entitlement management inside the
platform. Entitlements are buried deep across many applications, creating visibility silos. To complicate things
further, varying levels of granularity and unique role names makes it incredibly difficult for security teams to
understand what appropriate access looks like.

Configuration Risk
Widely used SaaS applications like Salesforce, Google Workspace, Microsoft 365 and Box offer auditing, logging,
encryption, and access control. Organizations are still responsible for configuring these applications appropriately
according to security best practices and ensuring that configurations don’t drift over time. Because the potential
impact of a configuration change can be difficult to ascertain, these settings often remain as their default values—
which leaves significant gaps in your perimeter.

Loss of Control
SaaS applications are often managed by application administrators with limited (or no) security expertise. While
administrators are focused on ensuring availability, usage, and productivity, they are unable to detect potential
security issues such as account compromise and data leaks. On the other hand, the security team likely has a
limited understanding of activity within the application, preventing them from supporting application owners and
securing their services effectively.

Lack of Expertise
Even the best security teams can find it difficult to keep up with security threats and controls across their SaaS
applications. The data needed to investigate anomalies and weak configurations is scattered across different
places in the cloud applications’ consoles and is difficult to extract. Navigating various SaaS interfaces,
understanding best practices, optimizing your posture accordingly, continually monitoring for drift, and staying on
top of risky behavior are all significant responsibilities that require time, resources, and expertise. Collecting and
normalizing data from various applications and then resolving cross-application activity to individual identities
demands is a massive undertaking that requires a deep, expert understanding of each service.
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CASB Limitations
Cloud Access Security Brokers (CASB) emerged as an early solution for SaaS security. CASBs sit between
cloud service providers and their users to intercept traffic and enforce security policy. These solutions are often
components of a modern security stack as they are effective at data loss prevention (DLP) and limit shadow IT, but
they leave a sizable gap in SaaS security.
Because proxy-based solutions examine data in transit, CASBs are only able to identify insider threats and
breaches if a user attempts to exfiltrate data that violates pre-established rules. It will not stop data from
flowing out of the organization if users are permitted to share or download content, leaving a gap for privileged
users or attackers impersonating them. There are other tactics that can be used to bypass DLP measures,
including password protecting files and exporting small amounts of information at a time. CASBs cannot detect
reconnaissance or anomalous activity by attackers or insiders. Once malicious activity is detected, some sensitive
data has likely already been exfiltrated.

Comprehensive Visibility Underpins Security
Security teams need to be able to quickly detect and investigate suspicious behavior, privilege misuse, data
breaches and account compromise incidents with contextual analysis. For SaaS, security teams should be able to
quickly answer questions such as:
Who has excessive privileges?
Did employees depart and their accounts are still lingering?
Is an account showing signs of compromise?
Is a legitimate user acting in a suspicious or dangerous way?
Is our logging configured properly in case of an incident response situation?
Are files shared too broadly?
Has a user granted excessive permissions to a third-party application?
Are APIs being abused?
Threat discovery, hunting, incident response, compliance monitoring and audit all require an activity timeline that
has been enriched with contextual data. When it comes to incident response and recovery, speed of data retrieval
and analytics is key. Having quick, consolidated access to data about users, privileges, and activity that IR teams
need to analyze the situation makes a big difference in the outcome and impact.
Comprehensive security is predicated on having continuous, consolidated visibility of access, privilege, and
activity. As the adage goes, you can’t secure what you can’t see. Security teams must monitor which users have
accounts in each application, which accounts have privileges, and what users and service accounts are doing in
the SaaS applications.
This knowledge of how SaaS applications are being used is also essential for security hardening and account
hygiene. Teams can start implementing security best practices such as enforcing multi-factor authentication
(MFA) and cleaning up unused accounts to reduce the attack surface.
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Threat discovery, hunting, incident response, compliance monitoring,
and audit all require an activity timeline that has been enriched with
contextual data.

Building Better Posture Management and
Threat Response Capabilities
A holistic understanding of your SaaS applications doesn’t just provide you with a clean, consolidated view of
your security posture—it also enables security teams to defend these applications more effectively. Consolidated
visibility of the application with data-driven analytics enables rapid detection, investigation, and mitigation of
threats early on before data can be exfiltrated from your environment.
To understand how comprehensive application insights enable better threat mitigation, it’s important to
understand the steps involved.

A Step-by-Step Approach to Comprehensive SaaS Security
Retrieval
Consolidated, comprehensive SaaS security begins with the retrieval of state, activity, and privilege data from
business-critical applications. This involves leveraging various APIs and protocols from each of the services you’re
looking to protect. It’s important that these connections are maintained consistently through unexpected outages
and upgrades to ensure that data integrity and your security posture are never compromised.
Normalization
Every application stores its information in different formats with platform-specific labels and nomenclature. After
data is aggregated from these core applications, it’s important to normalize it and enrich it with context from the
environment.
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This means resolving activity data to identities, adding threat intel, and populating other key details from the
user client. This both enables any security analyst on the team to interpret the data easily and provides a useful
baseline for threat detection.
Modeling
With data from your core SaaS applications collected and normalized, your security team can begin interpreting
and interacting with the data to detect possible cases of account compromise, insider threats, data leaks, and
other risky behavior. This involves using statistical analysis and other data modeling techniques to identify
anomalies which are common indicators of these threats in order to hopefully prompt action before sensitive
information is exfiltrated.
Operationalizing
The ultimate goal of baselining and analyzing this data is to create clear, actionable recommendations for
security posture improvement and timely threat alerts across your SaaS environment. To ensure that these action
items are high-fidelity, your security analysts need to reduce noise and false positives by constantly refining your
data models. Overwhelming your security team with information can contribute heavily to alert fatigue, so it’s
important to present recommendations in a straightforward manner.

Practical Challenges
Even with an understanding of the underlying steps behind this technology, organizations are met with several
challenges if they’re looking to build better threat response capabilities themselves from the ground up.
Proprietary Models of Identity and Access Management
SaaS applications have unique models of access, privileges and roles that govern what users can access and
do in the applications. For example, Google Workspaceoffers pre-built administrator roles as well as custom
roles with one or more administrator privileges. Salesforce has a user role hierarchy that can be used with sharing
settings to determine the levels of access that users have to data, as well as profiles that define how users access
objects and data, and what they can do within the application. To understand what a user has access to, you
need to understand each application’s privilege and access model.
Disparate Logs
The format of content of activity logs also varies a lot across SaaS applications. Even the same SaaS application
may provide different logs based on the subscription level. In some applications, you need to explicitly
enable logging and the API to access it. For example, before you can access data through the Microsoft 365
Management Activity API, you must enable unified audit logging for your Microsoft 365 organization. You also
need to understand how often the data is refreshed and made available via API.
Non-Standard API Interfaces
The API interfaces exposed by SaaS applications are not standardized across services, and may change
frequently. This complicates data collection because you need to understand how the API interfaces of different
SaaS applications are architected, and stay on top of any API version deprecations.
Lack of Security Detection Expertise
Even with access to data from SaaS applications, security teams may lack knowledge about common security
risks and emerging threats in the cloud. Without an understanding of how attackers may try to get past the
defenses and ways that users may abuse applications, it is hard to build reliable detections. Teams are also
restricted in their data modeling capabilities to only what is available within their business, which ultimately limits
their ability to refine their models with aggregate information from a diversity of other organizations.
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An Alternative to DIY: Obsidian Security
A comprehensive approach to SaaS security offers powerful benefits for securing your applications, but building
and maintaining these capabilities takes time, effort, and expertise. An alternative to the do-it-yourself method is
to use a third-party cloud detection and response solution like Obsidian that enables security teams to focus on
mitigating risks and threats and improving the security of their SaaS applications.
Obsidian Security is the first truly comprehensive security and compliance solution built for the SaaS applications
that your business relies on. By analyzing state and activity data within and across business-critical applications,
Obsidian helps security teams manage privilege and access, optimize configurations, and identify compromised
accounts and insider threats. Our platform goes beyond authentication and proxies, taking a holistic approach to
SaaS security that delivers value in minutes—without agents to deploy or custom rules to write. Obsidian delivers
actionable insights with context around how changes impact the users in your environment, so your security team
can effectively protect core SaaS applications without impeding productivity.
Obsidian has built rich API-based integrations with SaaS applications that are most widely used by businesses,
including Salesforce, Workday, Google Workspace, Microsoft 365, Box, Dropbox, Zoom, Slack, and GitHub.
Beyond traditional cloud connectors offered by other products that superficially extract data from cloud services,
Obsidian’s data infrastructure is built with a deep understanding of how the APIs are structured, what data can be
retrieved, and with what frequency. Connecting an application to Obsidian takes just a few minutes, and the data
starts coming in almost immediately.
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What Obsidian Offers
Visibility
First and foremost, Obsidian provides a clean, consolidated view of users, data, and applications in the cloud for
the first time: Who is using SaaS apps? Should they have access? Are they doing the right thing?
Inventory of users and access
Role mapping
Activity monitoring
Third party authorizations
Threat Defense
Using a unique identity-centric approach, Obsidian generates alerts around breaches and insider threats
informed by configuration and behavioral analysis and machine learning. The Obsidian platform detects
indicators of anomalous logins, SaaS persistence, data exfiltration, lateral movement, malicious insider activity,
OAuth token abuse, and other threats. Threat hunting teams can use the powerful search interface to proactively
discover threats.
Compromise detection
Suspicious insider discovery
Threat hunting
Incident Response
Obsidian provides quick searching, filtering, and export capabilities to give incident responders the timelines and
context they need. Furthermore, understanding what privileges the users in scope have and what related activity
is occurring further helps accelerate scoping and investigation into root cause. Finally, should teams want to stop
the bleeding, they can remediate directly inside Obsidian to lock accounts, unshare files, remove mail forwarding
rules, and more.
Activity timeline
Contextual analysis
Remediation
Risk Assessment and Reporting
Failing to properly optimize your application configurations and appropriately size permissions leaves massive
vulnerabilities in your security posture and makes a breach far more devastating to your environment. Obsidian
generates recommendations to harden the security of cloud applications by removing stale accounts and fixing
misconfigurations. Obsidian enables security teams to detect configuration changes that weaken the security
posture of applications, and observe when users are given additional privileges. Teams can also use the data to
audit and report on compliance adherence.
Account hygiene
Configuration drift
Compliance
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Conclusion
As the adoption of cloud applications worldwide grows unabated, security teams are challenged to protect their
users and data in third-party applications and infrastructure that they don’t control. Attackers are exploiting trust
by successfully masquerading as users and service accounts, utilizing legitimate access to resources in the cloud
services through credential stuffing, social engineering, spear phishing, brute force password guessing, and other
techniques. How do you protect your users, data, and applications in environments you don’t control?
A few years ago, security leaders adopted Endpoint Detection and Response solutions to address the growing
security challenges around an increasingly mobile workforce. Now, with the proliferation of SaaS applications,
they are once again challenged to find a better way to secure the cloud services which hold the majority of their
organizations’ important data.
Obsidian brings a comprehensive approach to cloud-based application security that helps security professionals
detect, investigate, and mitigate threats in SaaS by continuously collecting, normalizing and analyzing large
volumes of state and activity data from cloud-based applications. Just as EDR addresses the need for ongoing
visibility of your endpoints, Obsidian provides single-pane visibility into what’s happening in cloud environments
with full relevant context around access and privileges. The platform brings together the essential set of
capabilities that enable organizations to fully embrace SaaS securely.

Get started with a live demo
https://www.obsidiansecurity.com/demo/
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